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Abstract—Multiple techniques exist for performing authentication such as text passwords and smart cards . Multi-factor
authentication combines tw o or more of these techniques in order to enhance security. It is of interestto know w hat the current
research on these authentication techniques is and w hat comparison and selection criteria exist that help in the decision of
these techniques. A systematic literature review is performed in order to obtain the desired know ledge. Moreover, the found
comparison and selection criteria are analyzed and organized in order to generate a list of criteria that can be used to help in
the decision of authentication techniques in different situations. The results of this research help to cover the gap in literature
that could be observed through literature, w hich is the lack of w orks that focus on the comparison and selection of

authentication techniques.

Inde x Terms—Authentication Scheme, Comparison and Selection Criteria, Multi-Factor Authentication Method, Security

1 INTRODUCTION

UTHENTICATION is the central component of any
security infrastructure [1], as it is the first line of
defense against the impersonation of an authorized user
[2], becauseitis often a prerequisite to allowing access to
resources in the system [3]. Specifically, Authentication is
the process of positively verifying the identity of a user,
device or other entity in a computer system [3].
Authentication factors are pieces of information used
to authenticate or verify the identity of a user [4]. These
factors can be categorized in three groups [5], [6]: what
the user knows (based on knowledge), what the user
owns (based on possession) and who the useris (based on
inherence). Although the three above are the most used
and well-known factors, there are other factors proposed
in literature, such as the use of a person’s social networks
[7] and location-based authentication [8]. In order to en-
hance security, multi-factor authentication combines au-
thentication techniques belonging to different factors [3].
In this article, single-factor authentication techniques
will be addressed as authentication schemes, whereas multi-
factor authentication techniques will be addressed as mul-
ti-factor authentication methods. Text passwords [9], [10],
[11]and graphical passwords [12], [13], [14] are examples
of knowledge-based authentication schemes, whereas
smart cards [15], [16], [17] are examples of possession-
based schemes and facerecognition [18], fingerprints [19]
and behavioral biometrics [20] are of inherence-based
schemes. The combination of the knowledge and posses-
sion factors [21], [22}, the combination of the knowledge
and theinherence factors [23], [24], the combination of the
possession and inherence factors [25], [26] and the combi-
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nation of all three well-known factors [27], [28] are exam-
ples of multi-factor authentication.

A Systematic Literature Review (SLR) has been per-
formed in order to identify the most used criteria for com-
paring andselecting authenticationschemes and methods,
together with decision frameworks that use these criteria
for the same purpose. Additionally, authentication
schemes and methods have been reviewed with the objec-
tive of ascertaining the existing research on this topic.

Based on the findings of this SLR, a list containing the
most recurrent comparison and selection criteria for au-
thentication schemes and methodshasbeen prepared. The
objective of this list is to present a number of criteria that
help in the decision-making process of both single-factor
authentication schemes and multi-factor authentication
methods in any situation. This canbe observed through the
results of the SLR, where the research on comparison and
selection criteria for authentication schemes and methods
has not been extensive. In the same way, no decision
framework could be found that makes use of them analyz-
es both authentication schemes and authentication meth-
ods in depth.

Theremainder of this articleis asfollows: Section2 syn-
thethizesthe SLR, including both its planning and its re-
sults. The analysis and identification of comparison and
selection criteria for authentication schemes and methods
is given in Section 3. Finally, the conclusions of this re-
search are shown in Section 4.

2 SYSTEMATIC LITERATURE REVIEW

A SLR, based on Barbara Kitchenham’s method [29], was

performed in order to obtain the required knowledge for

this article’s research. The activity diagram shown in Fig.

1 illustrates the activities taken for the realization of this
LR.

7/&??6”—"5@5%?? SNS' 24Hc7E93t RAGR67 i
partment, University of Bio-Bio, Chilldn, Chile. E-mQl i Gro@nnisviodon: 24He figdt E@ﬁ'{)ﬁ? ‘was to perform a planning of the re-
* A.Rodriguez is with the Computer Science and Information Technologies  view, which, together with the identification of the need

Department, University of Bio-Bio, Chilldn, Chile. E-mail: alfonso@
ubiobio.cl.
200 XXxX0x/$xx. 00 © 200x IEEE

Published by the IEEE Computer Society



ASOLE, SITIPOSIO ATYCTILUNO dc Ingceriicria uc ooliwale

for research, served to obtain the search and review pro-
tocols. This planning wasanalyzed by two supervisors, in
order to evaluate its adequacy. The next activity was to
perform a general search in the different sources that
were specified in the search protocol. The duplicate arti-
cles were removed from this search’sresults. Afterwards,
a partial review was performed on the remaining articles,
obtaininga list of potentially useful articles. These articles
were reviewed and analyzed in depth, resulting in thelist
of useful articles for this research. Some details of the
review planningare presented in Section 2.1, whereas the
main findings of this SLR are shown in Section 2.2.

Systematic Literature Review

Supervisors Reviewer
Prepare
Review
Planning
[Else] Search and Review Protocol
Evaluate
Review
Planning | Sgarch and Review Protocol
[Planning is Ok] Partama
General
Search in
Every Source

Seargh Results

Seargh Results
Remove
Duplicate
Articles
Articles o Review I
Articles lo Review
Review
Articles
Partially Articles to Review
Selected Articles

[Else]

Selected Articles
Review and
Analyze
Articles in
Depth
Useful Articles

Fig. 1. Activities taken for the realization of this systematic literature
review.

2.1 Review Planning

The objective of this SLR was to identify the most used
criteria for comparing and selecting authentication
schemes and methods. Moreover, in order 188460 tinthe
existing research on this area, existing authentication
schemes and methods proposed in literature are re-
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viewed. Thus, the following research questions (RQ) were
formulated:

RQ1. What authentication schemes (single-factor au-

thentication) exist in literature?

RQ2. What multi-factor authentication methods that
combine these schemes can be found?

RQ3. What criteria can be used to compare and/or to
select between authentication schemes and/or
multi-factor authentication methods?

RQ4. Are there frameworks that help in the compari-
son and/or selection of authentication schemes
and/or methods? Whatcriteria do they consider?

The following sources, which have a relation with the

topic at hand, were used to perform the SLR: Scopus,
Science Direct, IEEE, ACM and Springer. Moreover,
Google Scholar was used to widen the research in order
to obtain potentialy useful articles not indexed in the
above sources.

To perform the search in the above sources, the follow-

ing search terms were defined:

T1. authentication T7. comparison
T2. scheme T8. selection
T3. method T9. criteria
T4. multi-factor T10. decision
T5. two-factor T11. Framework

T6. three-factor
Based on these terms, a total of nine different combina-
tions were formulated, as shown in Table 1:

TABLE 1
TERM COMBINATIONS

ID | Combination

C1 ! T1 and (T2 or T3)

C2 | (T4 or T5 or T6) and T1

C3 | (T4 or T5 or T6) and T1 and (T2 or T3)

C4 1| T1 and (T2 or T3) and (T7 or T8 or T9 or T10)

C5 | (T4 or T5 or T6) and T1 and (T7 or T8 or T9 or T10)
Cé | (T4 or T5 or T6) and T1 and (T2 or T3) and (T7 or T8

or T9 or T10)

C7 1 T1 and (T2 or T3) and (I7 or T8 or T9 or T10) and
T11

C8 | (T4 or T5 or T6) and T1 and (I7 or T8 or T9 or T10)
and T11

C9 | (T4 or T5 or T6) and T1 and (T2 or T3) and (T7 or T8
or T9 or T10) and T11

Some general guidelines were defined as well, such as
thatfor each performed search, the first200 results had to
be reviewed and that the possibility of the appearance of
new search terms had to be taken into consideration.

Initially, a partial review was performed in order to
obtain potentially useful articles for this research by read-
ingeach article’s abstract. Every article that was related to
any of the defined RQ was included and grouped based
on the RQ that they were related to; on the other hand,
any article that contained the search terms, but did not

isdp vaseladian tagryef the defined RQ was excluded. An

in-depth analysis was performed on these articles after-
wards as follows: for articles related to RQ1 and RQ2, the
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authentication scheme or method, the authentication
factor(s) involved and, if mentioned, the target context
were identified; for articles related to RQ3 and RQ4, a
thorough analysis of each article’s proposal, pros and
cons, and considered comparison and selection criteria
was performed.

2.2 Results

A total of 982 useful articles have been obtained through
this SLR. A summary of the accepted articles for every RQ
can be seen in Table 2.

TABLE 2
ACCEPTED ARTICLES SPLIT BETWEEN
EACH RESEARCH QUESTION

Research Question Number of Ac-
cepted Articles

RQ1 515

RQ2 442

RQ3 17

RQ4 8

Total 982

A list containing the references of all of the accepted
articles in this SLR can be found in the supplementary
materials (http://colvin.chillan.ubiobio.cl/mcaro/).

The main findings of this SLR, in regards to each RQ,
are as shown next.

Authentication Schemes (RQ1)

Most of the found articles belonging to RQ1 focus on the
inherence factor, whereas the least do on the knowledge
factor. Moreover, 5 articles were found that propose the
use of other authentication factors in literature. These
factors are that of “someone you know” and “where you
are”. The number of articles related to each authentica-
tion factor can be seen in Fig. 2.

Other Factors; 5

Inherence Factor;
217

Text passwords and graphical passwords are the two
knowledge-based authentication schemes with the most
related articles (44 and 42, respectively). Smart cards,
which belong to the possession factor, are the most pro-
posed authentication scheme, with 103 related articles.
There are multiple biometric authentication scheme
proposals for the inherence factor, being face recognition
and keystroke biometrics the two most proposed, with
24 related articles each.

In order to provide an additional value, the oppor-
tunity to identify the contexts for which authentication
schemes were proposed the most was taken. These are
1) mobile environment, 2) remote authentication, 3)
healthcare and telecare, 4) multi-server environment, 5)
continuous authentication and 6) wireless sensor net-
works.

Although it can be observed that there has been a con-
siderable research on all three well-known authentica-
tion factors, some contexts that were expected to be
widely studied, such as banking and commerce, were
not found as often.

Muilti-Factor Authentication Methods (RQ2)

Over 60% of the articles found for RQ2 propose the
combination of the knowledge and possession factors. A
number of articles were found that proposed dynamic
authentication methods based on the situation. Like for
RQ1, a total of 5 articles were found that proposed the
use of an authentication scheme belonging to other au-
thentication factors in combination with other schemes
from among the three well-known factors. In Fig. 3, the
number of articles related to each combination of au-
thentication factors is shown.

Dynamic Methods;

Fig. 3. Multi-Factor Authentication Methods found in literature.

Fig. 2. Authentication schemes found in literature#6JAIIO - ASSE - ISSN: 283473935 RA0R3S%nd smart cards are the two most

used as one of the authentication schemes belonging to
the combinations for multi-factor authentication, fol-
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lowed by biometrics. In the same manner, the combina-
tion of text passwords and smart cards as a two-factor
authentication method itself is proposed in 188 of the
articles, whereas the combination of these two, together
with biometrics, in a three-factor manner, is proposed 47
times. One article proposes the combination of the three
well-known factors, together with the factor of “where
you are” as a four-factor authentication method.

Like in RQ1, the most commonly found contexts for
which multi-factor authentication methods are proposed
could be identified. These are 1) remote authentication,
2) healthcare and telecare, 3) wireless sensor networks,
4) multi-server environment, 5) mobile environment and
6) cloud computing.

Similarly to RQ1, the absence of enough research on
some contexts can be observed.

Comparison and Selection Criteria (RQ3)

A total of 11 different categories of comparison and
selection criteria could be found among the articles re-
lated to RQ3. However, seven of these categories were
identified only once.

Usability and security are the two most proposed cat-
egories of comparison and selection criteria, followed by
costs-related criteria. Criteria related to the application’s
context were found twice, but it can be observed that 13
out of the 17 found articles propose the use of compari-
son and selection criteria for specific application con-
texts. The graph in Fig. 4 summarizes the number of
articles that propose the use of each comparison and

Usability

Security

Costs

Application's Context

Other Criteria

0 2 4 6 8 1

m Articles that Consider the Criterion

Fig. 4. Comparison and selection criteria for authentication schemes
and methods found in literature.

TABLE 2
CONTEXTS CONSIDERED IN ARTICLES REGARDING
COMPARISON AND SELECTION CRITERIA

Context Number of Articles
Banking and Commerce 4
Mobile Environment 3
Cloud Computing 2
Wireless Sensor Networks 2
Remote Authentication

Web Applications 1
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selection criteria. Moreover, Table 2 shows the contexts
that are considered in these articles.

Although not many articles related to comparison and
selection criteria could be found, it is still possible to
notice that usability, security and costs are the most
commonly used criteria, with an important mention on
the importance of the application’s context. A further
analysis of comparison and selection criteria is per-
formed in Section 3.

Decision Frameworks (RQ4)

A total of eight frameworks that help in the comparison
and selection of authentication schemes and methods
were found. Table 3 presents the title of each frame-
work, together with the comparison and selection crite-
ria considered by each of them.

TABLE 3
FRAMEWORKS THAT HELP IN THE DECISION OF AUTHENTI-
CATION SCHEMES AND METHODS

Article Title

Considered Criteria

A criteria-based evaluation
framework for authentication
schemes in IMS [30]

Based in three primary
criteria (Security, Ease of
Use, and Simplicity) and
three secondary criteria
(Awareness, Usability and
Algorithms). Considers
users’ perceptions as well.

A Framework for Choosing
Your Next Generation Au-
thentication/ Authorization
System [31]

Only evaluates based on
pros and cons.

Approach for selecting the
most suitable Automated
Personal Identification
Mechanism (ASMSA) [32]

Selects considering the
Context and Stakeholders’
Requirements.

Cost and benefit analysis of
authentication systems [33]

Analyses in relation to
Costs.

Efficiency of Paid Authenti-
cation Methods for Mobile
Devices [34]

Security, Convenience and
Operation Costs are con-
sidered.

The quest to replace pass-
words: A framework for
comparative evaluation of
web authentication schemes
[35]

Analyses in terms of Secu-
rity, Usability and Deploy-
ability.

The Request for Better Meas-
urement: A Comparative
Evaluation of Two-Factor
Authentication Schemes [36]

Compares in regards to
Desirable Attributes, Secu-
rity Requirements and
Efficiency

User-centred authentication
feature framework [37]

Evaluates in regards to
features related to Persua-
sion, Memory, Input and
Output and Obfuscation

Most of the found decision frameworks either do not
consider multi-factor authentication or consider it only
partially. Neither framework performs a sufficently

46JAII0 - BSSE - Isshetaibadrsgzalyaimofoboth authentication schemes and

multi-factor authentication methods.
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3 COMPARISON AND SELECTION CRITERIA

The most recurrent comparison and selection criteria
found in literature were analyzed and filtered in order to
obtain a list of criteria that could be used in most situa-
tions to analyze authentication schemes and multi-factor
authentication methods. Moreover, different importance
levels have been assigned to each of these criteria, in or-
der to facilitate the comparison and selection process.

As it could be observed for RQ3 in Section 2.2, usabil-
ity, securtity and costs are the three most used categories
for comparison and selectioncriteria. As such, these three
were used to categorize the criteria selected in this re-
search.

Usability-related criteria were taken from [30], [35],
[38], [39], [40], [41] and [42], whereas those related to
security were taken from [1], [3], [30], [35], [36], [39], [40]
and [43], and of costs from [3], [33], [35], [41] and [42].

Sections 3.1, 3.2 and 3.3 present the usability, security
and costs criteria, respectively, considered by this re-
search. In Section 3.4, further considerations on other
possible comparison and selection criteria are given.

3.1 Usability Criteria

Usabilitycriteria arerelated to the perception of end-users
about the complexity of different aspects of the the authenti-
cationschemeor method. The considered usability criteria
for this research are:

1. Ease of Use: Complexity presented by the actions
to be performed by the user at the moment of au-
thentication. Three importance levels have been
considered for this criterion, namely 1) that the
scheme or method necessarily needs to be easy to
use, 2) that the scheme or method preferably needs
to be easy to use and 3) that it is not necessary for
the method to be easy to use.

2. Easeof Learning: Average time that takes for a us-
er to get used to using the authentication method.
Three importance levels have been considered for
this criterion, namely 1) that a user should take no
longer than a day to get used to the scheme or
method, 2) that a user should takeno longer than a
week to get used and 3) thatthe time that it takes to
get used is not relevant.

3. Authentication InformationRecovery: Complexity
presented for the user to recover his authentication
information, in case thathe loses or forgets it. Two
importance levels have been considered for this
criterion, namely 1) that the authentication infor-
mation recovery process should be simple and 2)
that the process should be complex.

4. Need of Using a Device: How acceptable it is that
the user needs to carry a device, be it either a pos-
session device (something unique) or a biometric
device (that allows them to demonstrate their in-
herence information). Three importance levels
have been considered for this criterion, namely 1)
that the scheme or method does not need the use
of a device, 2) thatthe schemeor metHd
possession or a biometric device (only one) and 3)
that the scheme or method can use both a posses-

sion and a biometric device.

5. Authentication Method’s Reliability: Acceptable
recurrence in which the authentication method can
give false negatives (that it doesn't recognize the
user's authentication information and doesn't al-
low them access, even though the submitted in-
formation is correct, forcing them to try again).
Four importance levels are considered for this cri-
terion, namely 1) that the scheme or method
should never or hardly fail to recognize the user
during authentication, 2) that the scheme or meth-
od should not fail occasionally during authentica-
tion, 3) that the scheme or method can fail occasion-
ally during authentication and 4) that it does not
matter how often the scheme or method fails to
recognize the user.

3.2 Security Criteria

Security criteriaarerelated to, as the name implies, security
aspectsof the application and its importance. The consid-
ered security criteria for this research are:

1. Importance of Security: Overall appreciation of the
development team about the importance of securi-
ty in theapplication, according to the information
that has been specified either by the client or by
the development team themselves. Three im-
portance levels are considered for this criterion,
namely 1) that security is a crucial aspect for the
application, 2) that security is an important aspect
for the application and 3) that security is a second-
ary aspect for the application.

2. Information Sensitivity: Information with which
the application will work and sensitivity level that
it possesses. Four importance levels have been
considered for this criterion, namely 1) that there
is sensitive information for the company and the us-
er, 2) that there is sensitive information for the
company, 3) that there is sensitive information for
the user and 4) that there is no sensitive infor-
mation.

3. ResistancetoObservation from Third Parties: That
the method is usable in environments where peo-
ple thatcould be observing the users upon authen-
tication time exist. Two importance levels are con-
sidered for this criterion, namely 1) that the meth-
od should be resistant and 2) that the method does
not need to be resistant.

4. ResistancetoPhishing: Thatitis difficult for an at-
tacker to discern a user's authentication infor-
mation, even if they acquire knowledge related to
it through applyingsocial engineering to the user.
Two importance levels are considered for this cri-
terion, namely 1) that the method should be re-
sistant and 2) that the method does not need to be
resistant.

5. Resistance to Replay Attacks: That the cost of try-
ing to obtain a user's authentication information

10 ASSESs 1SSN: 2451-thopupdyitarnte force or replay attacks is higher

than the profit that an attacker can obtain if they
manage to obtain said information. Two im-
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portance levels are considered for this criterion,
namely 1) that the method should be resistant and
2) that the method does not need to be resistant.

3.3 Costs Criteria

Costs criteria are related to monetary aspects of the applica-
tion and how much canbe assigned to authentication. The
considered costs criteria for this research are:

1. Implementation Costs: The monetary value that
the client or the development team is willing to
invest for the implementation of security and au-
thentication aspects in the application to be devel-
oped. Three importance levels have been consid-
ered for this criterion, namely 1) that implementa-
tion costs should not be over 10% of the budget, 2)
thatimplementation costs should not be over 30%
of the budget and 3) that there can be any imple-
mentation costs regardless of the budget.

2. Costs per User: Willingness of the client or the de-
velopment team to incur in additional costs for
each user that registers in the application, be it ei-
ther due to the need of delivering authentication
devices or any other motive. Two importance lev-
els have been considered for this criterion, namely
1) that the method should not present additional
costs for each user and 2) that the method can pre-
sent additional costs for each user.

3.4 Further Considerations

The above criteriaareconsideredin order to allow the com-
parisonandselection of authentication schemes and meth-
ods in as many contexts as possible. Nevertheless, some
additionalcriteria, which could possibly not be applied to
every case, can be considered, such as criteria related to
specific applications, like “ server compatibility” and “tech-
nology availability”.

Additional costs-related criteria could be considered,
namely the “need to acquire licenses”, or human re-
sources and time. However, it can be observed that ulti-
mately all of these can be considered as implementation
costs, so it was decided to keep a criterion that includes
all of the implementation costs in the list.

Finally, it is important to mention the importance that
could be implicitly observed in regards to the applica-
tion’s context as a criterion for comparing and selecting
authentication schemes and methods. Thus, it would be
desirable to consider theapplication’scontextas an addi-
tional aspect for performing a comparison and selection.

In order to provide insight on this topic, the most
common contexts for which authentication schemes and
methods, together with the respective comparison and
selection criteria, have been identified. These contexts are
Mobile Environment, Remote Authentication, Multi-
Server Environment, Cloud Computing, Healthcare and
Telecare, Wireless Sensor Networks and Banking and
Commerce.
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4 CONCLUSIONS

This article aims to help covering a gap that has been
observed in literature, which is that of the lack of enough
research in regards to comparison and selection criteria
for authentication schemes and multi-factor authentica-
tion methods.

Through the realization of the SLR, it could be ob-
served that there has been a vast research over authenti-
cation schemes and methods, but that only a total of 25
articles could be found that cover comparison and selec-
tion criteria or decision frameworks for these schemes
and methods. Moreover, none of these frameworks al-
lows evaluating both single-factor authentication schemes
and multi-factor authentication methods in every situa-
tion. Regardless, recurrent comparison and selection cri-
teria could be identified, which allowed to generate a list
of common criteria that can be used to decide what au-
thentication scheme or method to use.

The objective of the proposed list of comparison and
selection criteria for authentication schemesand methods
is to help in this decision-making process, and to provide
the groundwork for the creation of a framework that
could make use of them in order to provide an adequate
analysis of both single-factor authentication schemes and
multi-factor authentication methods.

4.1 Future Work

A number of activities can belisted as future work for this
research, such as:

1. To createa decision framework thatuses these cri-
teria in order to properly help in the comparison
and selection of authentication schemes and meth-
ods.

2. Toanalyzetheuseof theapplication’scontextas a
complementary factor for deciding what authenti-
cation scheme or method to implement in a specif-
ic application.

3. Toidentify a method for scoring the proposed im-
portance levels of each criteria in order to deter-
mine a value to each of them. It could be possible
to weighteach critieria differently as well, and this
information could be used as part of the decision
framework considered as future work above.

4. To validate the findings in this research. This
could be done through the use of the case study
methodology over existing applications in the in-

dustry.
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